Security Test

Name:________________________						Date:_____________________

True/False
Indicate whether the sentence or statement is true or false.

____	1.	The purpose of a backkup is to return a computer system to its original state if a disaster happened, and the was lost or compromised

____	2.	The storage medium for backups is often determined by the price of the recording unit.

____	3.	Disk mirroring is fast and the backup is quickly up-to-date, but the equipment can be expensive.

____	4.	One advantage of NTFS is its scaleability.

____	5.	You can only share folders with adminstrators others within your same group.

____	6.	NTFS permissions can only be set for files, and not for folders.

____	7.	With NTFS security, subfolders inherit the parent folders permissions by default.

____	8.	Windows built in Firewall is not recommended because you cannot add exceptions to the rules once it is running.

Multiple Choice
Identify the letter of the choice that best completes the statement or answers the question.

____	9.	Backup tapes or disks should be kept ______________
a.
in a locked container in the same building.
c.
in the desk of the user who’s data is being backed up.
b.
in an offsite location.
d.
for 90 days and then discard



____	10.	Which of the following is NOT a part of malware prevention?
a.
Use Firewalls 
c.
Readily comply with emails asking you to read attachments or visit links.
b.
Keep your system patched and up-to-date.
d.
Keep your passwords secure.



____	11.	Security Policies are the foundation of information security within an enterprise. You should ensure that they are comprehensive enough, are always up-to-date, complete, and are understood by all staff.  This means __________________________________
a.
you should hand it out, have them sign it, and then expect them to remember it from then on.
c.
you should include make brief bullet points since everybody understands security issues and should automatically do the right thing.
b.
you should have it bound and keep one with each computer in  your system.
d.
you should regularly hold classes, remind employees of expectations, and responsibilities.



____	12.	Virus Protection Software should be _______________
a.
installed on all network servers, & on all  host computers. 
c.
regularly updated with the latest  signature files.
b.
the latest version.
d.
All of the above.



____	13.	The process of recording keystrokes from a computer to try and collect data is called _______________.
a.
Keylogging
c.
hacking
b.
Phishing
d.
encrypting



____	14.	When a number of computers are taken over by someone, who then causes them to all try to access a website at the same time, causing the system to crash is called ____________.
a.
Hack Attack
c.
Phishing Attack
b.
Denial of Service Attack
d.
Zombie Attack



____	15.	The most secure file system used by Windows is ____________
a.
NTFS
c.
FAT16
b.
FAT32
d.
None of the above



____	16.	To change an NTFS partition back into a FAT32 partition, you use _____________
a.
the Convert program
c.
a backup program
b.
a data dump and restore program
d.
nothing. You cannot convert NTFS to FAT32



____	17.	Which is NOT a Firewall option regarding incoming packets
a.
Ask
c.
Virus Check
b.
Block
d.
Allow



____	18.	Which of the following is NOT a Windows built-in User Group
a.
Administrator
c.
Power User
b.
Guest
d.
Host Computer



____	19.	It is recommended that when assigning permissions you should lean towards the  _____________ 
a.
least restrictive policy
c.
inheritance policy
b.
most retrictive policy
d.
creator only policy


Short Answer	
20.	What type of backup produces a copy of the complete system, and a different tape/disk is used each time?

	
21.	What type of backup occurs when one full copy of the system is copied to tape/disk over the weekend, and then only the changes to the data are copied to the tape/disk during the week?

	
22.	When one full copy of the system is copied to tape/disk, and then only changes to each days data are copied to the tape/disk throughout the week creating many daily change backups, we call this type of backup system __________________.

	
23.	  A _____________is a piece of hardware, or software that selectively stops or permits network traffic based on a set of rules.
	
24.	A person who tries to get into a secure network that he does not have legal access to is called a __________________








25.	_______________ is the process of scrambling data in a prescribed method that can be decoded by someone with the same authorization and code for security purposes.

Security Test
Answer Section

TRUE/FALSE

	1.	ANS:	T

	2.	ANS:	F
Storage medium is determined by the quantity of data

	3.	ANS:	T

	4.	ANS:	T

	5.	ANS:	F

	6.	ANS:	F

	7.	ANS:	T

	8.	ANS:	F

MULTIPLE CHOICE

	9.	ANS:	B

	10.	ANS:	C

	11.	ANS:	D

	12.	ANS:	D

	13.	ANS:	A

	14.	ANS:	B

	15.	ANS:	A

	16.	ANS:	D

	17.	ANS:	C

	18.	ANS:	D

	19.	ANS:	B

SHORT ANSWER

	20.	ANS:	
Full
Full backup

	21.	ANS:	
Differential
Diferential
Diferintial
Differintial

	22.	ANS:	
Incrimental
Incremental

	23.	ANS:	
Firewall

	24.	ANS:	
Hacker

	25.	ANS:	
Encryption
Encription
Encrypshun

